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1. Introduction 

1.1. Eastern Education Group collects and uses personal data to provide and manage 
services to ensure an outstanding education service. We collect student, staff 
and external stakeholder information under the General Data Protection 

Regulation May 2018. 

1.2. We are committed to protecting your privacy. If you have any queries about this 

notice, please contact our Data Protection Team, Email: 
dataprotectionlead@easterneducationgroup.ac.uk. 

2. Personal information 

2.1. Personal data includes information about living individuals who can be identified 
from the data we hold about them. 

2.2. Our reasons for using personal information include: 

 
• to support student learning 
• to monitor and report student progress 
• to provide appropriate pastoral care 
• to assess the quality of our services 

• to facilitate testing and examinations 
• to comply with the law regarding data sharing 
• to comply with employment law 

• to monitor the quality of our services to ensure they are delivered 

in the most efficient and effective way 
• helping to improve and plan the service we deliver 

• to comply with laws that require us to provide personal 

information to other organisations, such as health organisations 

2.3. We are usually allowed to use your information because we are complying with 
specific elements of the Education Act or statutory obligations. 

guidance.submit-learner-data.service.gov.uk/25-26/ilr/ilrprivacynotice.  

2.4. We process this information in accordance with Articles 6 and 9 of the General 
Data Protection Regulations (GDPR). Processing the data is necessary for: 

 
• the performance of a contract of employment 
• the performance of a task carried out in the public interest 

• the compliance with our legal obligations 
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• The protection of the vital interests of the data subject 
 

2.5. However, there maybe circumstances when we need your consent to use 
your information. We will tell you if that is the case and ask for your 

permission before proceeding. 

3. Your rights 

3.1. Under the data protection legislation, you have the right to request access to 
information about you that we hold. You can make a request for amendments to 

your personal information or make a subject access request via email to 
dataprotectionlead@easterneducationgroup.ac.uk. 

3.2. You also have the right to: 

a) object to processing of personal data that is likely to cause, or is 
causing, damage or distress 

b) prevent processing for the purpose of direct marketing 

c) object to decisions being taken by automated means 

d) in certain circumstances, have inaccurate personal data rectified, 
blocked, erased or destroyed; and 

e) claim compensation for damages caused by a breach of the Data 
Protection regulations 

3.3. If you have a concern about the way we are collecting or using your personal 
data, we ask that you raise your concern with us in the first instance. 

Alternatively, you can contact the Information Commissioner’s Office at 
https://ico.org.uk/concerns/ 

4. Security and how long do we need to keep your data 

4.1. The group has a range of security controls in place to safeguard the personal 
data we process, including: 

 
• encryption of data (and other methods to make personal data not 

identifiable as it is shared and stored) 
• controls on access by staff 

• audit and adequate training 

 
4.2. The group will only keep your personal data for as long as we need to provide 

education and employment services to fulfil our obligations, and to comply with 
any legal requirements for keeping certain types of data. For example payroll 

data and Union Membership. 

4.3. The group holds educational data for the mandatory time by Law required of 7 
years or until the age of 25. Data not relating to your educational provision will 

be destroyed or anonymised after you leave Eastern Education Group. If 
information is required for references for education or employment, we may 
retained commentary about students in the student file (usually a digital file). 

This is only shared if we are required to do so by law, or your express permission 
has been granted in each case. 
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4.4. Where personal data of any type about students is kept this will only be for 
express lawful purposes such as that retained in First Aid records or Incident 

records, and this will be retain in line with the legal requirement for that type of 
record. Our Retention Procedure may be referred to for more information. 

4.5. All achievable, technical and organisational measures will be used to ensure 
personal data is stored securely under the control of the Trust and any approved 
third parties. 

4.6. The group holds school workforce data for members of staff throughout their 
employment with us, and for 6 years after they have left our employment. For 
candidates who are unsuccessful because of our recruitment processes, 

applications are held on file for 12 months following the interview process. 

5. Who we will share your data with 

5.1. We will not sell or give personal information to any other organisation for direct 
marketing purposes without your consent. 

5.2. The group has contracts with some other organisations to help us provide 
services to our students and staff. Those contracts and other arrangements have 
procedures in place that require the organisations to comply with data protection 

law, so that the information will only be used for those purposes. 

5.3. The group will not share your personal information with third parties generally, 
though there are some situations in which we have a legal duty to do so, which 

may override your right to confidentiality in that particular circumstance or 
additional companies used to provide further services. 

5.4. We will always aim to share the minimum information that will enable us to fulfil 
our legal obligation and will try where possible to protect your information by 

anonymising it. We will keep you informed about what information we have 
shared and with whom, where we are. 

6. Cookies 

6.1. You do not have to accept the use of cookies to use our website but if you would 
like to know more about how we use cookies visit our website. 
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